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中文摘要：

無線區域網路 (WLAN) 在新一代校園e化與資訊應用整合上扮演重要的角色，因此如何建置一個兼顧使用方便性與資訊安全性的無線區域網路實為一重要課題。目前各校認證方式不同與認證協定之不相容，讓Web-based網頁認證之漫遊用戶在802.1x認證之學校無法回原學校進行身份認證，因此，本文將探討如何以開放原始碼軟體為基礎，利用安全閘道建構一個以IEEE 802.1x及Web-based 並存之雙入口校園無線區域網路，除了滿足國內大部分網頁認證方式，也迎合802.1x認證機制之世界潮流，以提供國內外無線漫遊認證服務。此外配合新的架構的形成與安全閘道之功能，進行開發以用戶授權角色為主之無線網路管理系統，以期提高無線網路管理績效與網路資源運用，亦提供實務經驗供WLAN系統建置與管理人員參考。

關鍵字：網路管理、無線認證、角色授權、WLAN交換器、RADIUS
Abstract:

Wireless Local Area Network (WLAN) plays an important role in either modern e-campus or integration of information systems, therefore how to build a convenient and secure WLAN has become an important issue. IEEE 802.1x - PEAP combination is very proper to be used in campus WLAN. However different schools adopt different protocols and authentication methods. The problem is: if a user who has registered in a campus using Web portal, is roaming in other 802.1x used domain then it can not be redirected back to its home domain for authentication. In this paper, we create a scheme for implementing a campus WLAN system with dual portal for both 802.1x and web-based on the base of WLAN switch mechanism to provide both home campus members and roaming users a convenient and secure wireless network environment. A role-based wireless network management system will be deployed in order to effectively and securely manage network resources. Implementing practices of setting up this system will be open to public for reference.

Keywords: Network Management, Authentication, Role-based Authorization, WLAN switch, RADIUS
